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ROUTER SECURITY ISSUES

Annotation. A key task in securing a network is to secure the routers. Routers are the
gateway into the network and are obvious targets. Basic administrative talks including good
physical security, maintaining updated IOS and backing up configuration files are a start. Cisco
IOS software provides a wealth of security features to harden routers and close doors opened by
used ports and services, most of which can be completed using the one-step lockdown feature of
Cisco SDM.
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The Role of Routers in Network Security

You know that you can build a LAN by connecting devices with basic Layer 2 LAN
switches. You can then use a router to route traffic between different networks based on Layer 3

IP addresses.

Router security is a critical element in any security deployment. Routers are definite targets
for network attackers. If an attacker can compromise and access a router, it can be a potential aid
to them. Knowing the roles that routers fulfill in the network helps you understand their

vulnerabilities.



Routers fulfill the following roles:

— Advertise networks and filter who can use them.

— Provide access to network segments and subnetworks.
Routers are Targets

Because routers provide gateways to other networks, they are obvious targets, and are subject

to a variety of attacks. Here are some examples of various security problems:

— Compromising the access control can expose network configuration details, thereby

facilitating attacks against other network components.

— Compromising the route tables can reduce performance, deny network communication

services, and expose sensitive data.

— Misconfiguring a router traffic filter can expose internal network components to scans and

attacks, making it easier for attackers to avoid detection.
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Figure 1 — The Role of Routers in Network Security

Attackers can compromise routers in different ways, so there is no single approach that

network administrators can use to combat them. The ways that routers are compromised are



similar to the types of attacks you learned about earlier in this chapter, including trust

exploitation attacks, IP spoofing, session hijacking, and MITM attacks.
Securing Your Network
Securing routers at the network perimeter is an important first step in securing the network.
Think about router security in terms in these categories:
— Physical security
— Update the router IOS whenever advisable
— Backup the router configuration and 10S
— Harden the router to eliminate the potential abuse of unused ports and services

To provide physical security, locate the router in a locked room that is accessible only to
authorized personnel. It should also be free of any electrostatic or magnetic interference, and
have controls for temperature and humidity. To reduce the possibility of DoS due to a power

failure, install an uninter-ruptible power supply (UPS) and keep spare components available.

Physical devices used to connect to the router should be stored in a locked facility, or they
should remain in the possession of a trustworthy individual so that they are not compromised. A
device that is left in the open could have Trojans or some other sort of executable file stored on

it.

Provision the router with the maximum amount of memory possible. Availability of memory
can help protect against some DoS attacks, while supporting the widest range of security

services.

The security features in an operating system evolve over time. However, the latest version of
an operating system may not be the most stable version available. To get the best security
performance from your operating system, use the latest stable release that meets the feature

requirements of your network.

Always have a backup copy of a configuration and IOS on hand in case a router fails. Keep a
secure copy of the router operating system image and router configuration file on a TFTP server

for backup purposes.
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Figure 2 — Routers are Targets

Harden the router to make it as secure as possible. A router has many services enabled by
default. Many of these services are unnecessary and may be used by an attacker for information
gathering or exploitation. You should harden your router configuration by disabling unnecessary

services.
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Figure 3 — Securing Your Network

Before you configure security features on a router, you need a plan for all the Cisco I0S

security configuration steps [1].



Applying Cisco IOS Security Features to Router

Steps to safeguard a router:

Step 1. Manage router security

Step 2. Secure remote administrative access to routers
Step 3. Logging router activity

Step 4. Secure vulnerable router services and interfaces
Step 5. Secure routing protocols

Step 6. Control and filter network traffic
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